


Happy Health Systems
Happy Health Systems is a health care organization consisting of four hospitals and 10 clinics, a physicians practice, and a research facility. The facilities cover a three-state area.

Hospitals, Clinics, and Staff
Happy Health Systems hospitals and clinics are administered by a single set of senior managers, including a CIO, who all report to the same board of directors. This group has purchased a set of information security policies to use as a template for their assurance program, however they have not yet implemented the policies.

The organization has grown significantly in the past five years, adding three of the hospitals and six of the clinics within that timeframe. They have 100 IT staff responsible for administering all activities on the network for all facilities by using Remote Control and SMS, which they also use to monitor and push out patches to hosts throughout the network. The staff is located at one of the hospitals, however they travel to all sites when they cannot resolve the issue remotely. This model has left clinical staff unhappy with the level of support available to them and they have begun to find their own solutions when problems arise. This has been facilitated by the existing network administrator who has provided them with domain administrator permissions that allow them to control their environments and troubleshoot problems when they arise.

Physicians Practice

The physicians practice is managed by the physicians themselves. These physicians function as contractors for Happy Health Systems and are responsible for their own billing and management practices. They purchase their own equipment, with a variety of MAC and Windows OSs installed on them. The physicians are housed across the street from one of the clinics and they manage the domain servers set up in their supply closet. They also manage account setup as new staff are hired or patients are referred to external physicians who need access to the patient data for those patients. Physicians are responsible for backing up their own data, which is stored on their local hosts.

Research Facility

The research facility is governed by a management team consisting of members from the Happy Health Systems board of directors, senior management, and physicians from the physicians practice. Part of the research funding includes IT support grants. The director of the research facility hires contractors to troubleshoot problems as they arise when they are not able to get a quick response from Central IT staff. Senior managers and researchers also have domain administrator permissions and complete the account management for their organization. They have a single domain server that is set up with a transitive trust relationship for the clinic and hospital domain. The server is housed in the reception area under the receptionist's desk. There are no formal backup procedures.

IT Projects and Systems

IT projects for the Happy Health Systems, including the physicians practice and research arm, are being proposed, funded, and implemented at the local facility level. Over time the result of this practice is that each hospital has a unique radiology, laboratory, and emergency room system. The clinics currently operate using four different clinic practice management systems. These systems run on a variety of hardware and software including VMS, Windows NT, Windows 2000, Windows 2003, AIX, and Linux. Hardware and software are purchased and maintained locally. 
The original hospital houses all of the servers and a mainframe that houses all of the clinical data for those facilities in a climate-controlled computing facility. All devices are associated with a UPS that serves condition power as well as providing emergency power. Servers are configured into a large redundant cluster and are connected to a SAN. IT staff have been assigned the responsibility for backing up data stored on the mainframe and fileservers under their control. IT staff manages an Exchange mail server running Exchange 2003 and handles mail services for all of the users in the Happy Health Systems. They have installed a gateway running Symantec security services and a Brightmail content filtering product to manage viruses and SPAM. This is the only malicious code filtering-screening technology on the network.
Happy Health Systems is using Active Directory Authentication. They have an empty root, which is managed by IT staff who work at the original hospital. Each facility, including the physicians practice and research facility, has been set up as a separate domain. Facilities were allowed to choose whether or not they wanted to trust the other domains within the forest. A few opted to do so, however most do not. Each facility has a pair of domain controllers with the exception of the research facility, which has only one. 
Here are some relevant numbers about the organization:

· The number of users at each of the hospitals averages 2000.

· The number of users at each of the clinics averages 100.
· The physicians practice includes 45 physicians, 300 residents, and 200 medical students at any given time.

· The research facility includes 35 users.

· The existing network is a mix of Cisco and Cabletron devices. Each site has a 100mb Ethernet fiber backbone and the network segments from the core switches to the desktop use Cat5e.
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